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The DIB-VDP Team has seen trends of common high severity vulnerabilities in the web service interface

of ASA and FTD software. The findings could lead to an arbitrary file read on a targeted system. Cisco
CVE-2020-3452 & CVE-2020-3187 were released in 2020 and resulted in 15 reports submitted since launch.
Mitigation of this vulnerability has been and continues to be a high priority within the DoDIN and other
government agencies. IAVM 2020-A-0338 was released 24 Jul 2020 and recommends all system owners
patch to the latest version. Please update as soon as possible! Further information is available at:
https://nvd.nist.gov/vuln/detail/CVE-2020-3452 / https://nvd.nist.gov/vuln/detail/CVE-2020-3187
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